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destination at a higher fare. The manipulation
extends beyond price to the very product
being offered, signalling that the search-
intermediation layer — not supply-side
fundamentals — constitutes a decisive
determinant of what consumers see and
choose. The phenomenon therefore
transcends mere “pricing noise” and
becomes a distributive, competition, and
consumer-sovereignty concern.

Policy Instruments
(@)  Mandatory
Assessments (AIA).
Definition: ~ An  Algorithmic Impact
Assessment is a structured, ex-ante and ex-
post evaluation in which a platform
documents (i) the data features ingested by
its pricing or ranking model, (ii) the
optimisation targets, (iii) fairness and bias
metrics, and (iv) remedial protocols.
Requirement. All digital intermediaries that
personalise prices or rank offers—including
online travel agencies (OTAs), metasearch
engines, and general-purpose search
platforms—must  submit AIAs to a
designated national authority prior to (and at
prescribed intervals after) model
deployment.

Audit. Independent, state-licensed auditors
will have statutory access to model artefacts
and training datasets to verify that protected
or sensitive attributes (e.g., geolocation
inferred  from  Internet-Protocol  (IP)
addresses, device fingerprints, browsing
histories) are not exploited to manipulate
search results — including destination
substitution, carrier promotion, or price
inflation — disproportionately for specific
user cohorts or regions.

Algorithmic  Impact

(b) Regulator-Operated
Sandboxes (PPS).

Definition: A Search-Result and Price-Parity
Sandbox is a controlled computational
environment in which regulators execute
synchronised search queries across multiple
browsers, IP origins, user agents, and privacy
settings. Trigger Mechanism. If the sandbox

Price-Parity

Al Awadhi & Al Awadhi (2025)

detects result manipulation — including
destination substitution, carrier suppression,
or fare dispersion exceeding a tolerance band
(e.g., 5 percent of the contemporaneous mean
fare for a defined itinerary) — the regulating
authority may impose provisional data-
disclosure orders, result-integrity injunctions,
or algorithmic suspensions pending full
investigation.

(c) Standardised Fare-Data, Destination-
Integrity, and Ranking-Explanation
Application Programming Interfaces (APIs).
Obligation: Airlines, OTAs, and metasearch
engines must publish real-time fare quotes via
open APIs that include (i) a mandatory
Destination-Integrity field confirming whether
the returned results match the user’s searched
destination, and (ii) a Ranking-Explanation
field — a concise, human-interpretable
statement enumerating the principal variables
that determined why a fare, carrier, or
destination was displayed, suppressed,
substituted, or ordered in a particular way.
Rationale: The measure extends the
transparency obligations introduced under
the EU  Platform-to-Business  (P2B)
Regulation to quantitative price indices and
“shadow offers,” thereby eliminating covert
information asymmetries.

(d) Statutory Right to Algorithmic Audit and
Collective Redress (RAACR).

Definition: The Right to Algorithmic Audit
empowers consumers to request, post-
transaction, a disclosure indicating (1)
whether their paid price materially deviated
from the median price available at the time of
purchase and (2) the data attributes that
contributed to any deviation.
Redress: Demonstrable systematic
overcharging triggers a class-action-style
restitution mechanism financed through a
levy on the offending platform proportional
to the aggregate rent extracted.

Anticipated Outcomes
1. Rent Containment: By illuminating the
entire ad-tech and travel-tech rent-
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capture chain, these measures cap
unlawful surplus appropriation and
funnel welfare gains back to
consumers.

2. Price Convergence: Universal AIA
compliance and PPS monitoring exert
downward pressure on
geographically skewed price
differentials, advancing inter-regional
equity and competitive neutrality.

3. Cyber-Trust Restoration: Algorithmic
transparency enhances user
confidence in digital marketplaces,
thereby strengthening both
economic resilience and the broader
cybersecurity posture.

7.3 Conclusion

Persistent asymmetries in digital-advertising
costs, magnified by the algorithmic practices
of dominant platforms, have entrenched
structural inequities across the global
marketplace. Empirical evidence presentedin
this study—including (i) a controlled
Instagram campaign that exposed a two-to-
one reach differential between India and the
GCC, and (i) a parallel browser test revealing
algorithmic destination substitution and
carrier promotion bias in airline search results
— demonstrates that digital marketplace
distortions are not merely artefacts of local
purchasing power or supply conditions.
Rather, they are the outcome of opaque
optimisation logics that reshape consumer
choice  architecture = —  substituting
destinations, promoting specific carriers, and
differentially taxing visibility on the basis of
geography, device fingerprint, and privacy
posture.

The economic consequences are twofold.
First, firms operating from low-cost regions
acquire a systemic growth dividend, enabling
them to outbid counterparts in higher-cost
jurisdictions and to capture disproportionate
market share. Second, the same pricing
gradients create a low-barrier attack surface
for cyber-criminal actors who can broadcast
fraudulent offers to high-value targets at
minimal expense. The resulting redistribution
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of both legitimate and illicit rents accelerates
cross-border wealth transfers, destabilises
national revenue bases, and erodes
consumer trust in digital ecosystems.
Addressing this multi-layered problem set
requires an integrated  governance
architecture  extending well  beyond
voluntary self-regulation. At a minimum:

1. Transparent and  Standardised
Pricing Protocols must be codified
through  hard law, compelling
platforms and ad exchanges to
publish verifiable cost indices and
justification algorithms.

2. A Multilateral Digital-Markets
Authority chartered by the GCC, EU,
UK, US and other major blocs—
should wield investigative and
remedial powers, including
algorithmic audits, interim pricing
injunctions, and rent-recapture levies.

3. A Standing Cybercrime Task Force,
embedded within Interpol’s mandate,
must be empowered to operate trans-
jurisdictionally, targeting exploiters of
low-cost advertising channels and

dismantling  cross-border  fraud
networks.
4. National Wealth-Transformation

Observatories should deploy input-
output modelling and rent-tracing
analytics to map how advertising
arbitrage and algorithmic price
discrimination reconfigure domestic
income distributions over time.

Complementing these structural
interventions, targeted measures —
including  government-platform price
equalisation ~ agreements  for  SMEs,
mandatory pre-publication ad verification
with  statutory platform liability = for
malvertising, and a consumer right to
browser-neutral search results— would
address  the  micro-level  distortions
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intermediaries — with two binding
objectives. First, to establish unified
or equitably banded advertising
pricing for SMEs, ensuring that a small
business in the GCC pays no more for
equivalent digital exposure than its
counterpart in India or Southeast
Asia. Second, to agree joint

operational commitments for
combating cybercrime facilitated
through low-cost advertising
channels, including shared

intelligence on  fraudulent ad
accounts, coordinated takedown
protocols, and co-funded
enforcement capacity in jurisdictions
with weaker regulatory frameworks.
The current model, in which platforms
profit from regional price
asymmetries while externalising the
security and economic costs onto
governments and consumers, is
unsustainable. Platform participation
in correcting these distortions should
not be voluntary — it should be a
condition of market access.

+ Mandate Pre-Publication Ad
Verification and Platform Liability for
Malvertising: The evidence presented
in this study on malvertising, phishing
campaigns, and the exploitation of ad-
platform  targeting  tools by
cybercriminals (Section 4.3)
demonstrates that voluntary industry
self-regulation — including initiatives
such as the Trustworthy
Accountability Group (TAG) — has
proven insufficient. Regulators should
require all  digital advertising
platforms to implement mandatory,
automated pre-publication
verification of advertisement content,
destination URLs, and advertiser
identity before any paid placement
goes live. Platforms that fail to
prevent the distribution of malware,
phishing lures, or fraudulent offers
through their ad networks should face
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statutory financial penalties
proportional to the harm caused,
shifting accountability from the
victimised  consumer to  the
intermediary that profited from
hosting the malicious content.

Enshrine a Consumer Right to Browser-
Neutral Search Results: The destination
substitution and carrier promotion bias
uncovered in this study’s parallel-browser
experiment reveals that consumers are not
merely being charged different prices —they
are being shown entirely different products
based solely on their choice of browser,
privacy settings, or sign-in status. A search for
“Bahrain to Dubai” should return Dubai
flights regardless of the browser used, yet
the algorithm substituted Abu Dhabi and
promoted a different carrier. Legislators
should enshrine a statutory “search-result
neutrality right” requiring that any product,
route, or service discoverable through a
search engine or online travel agency must
be presented consistently and transparently,
regardless of the consumer’s browser,
device, or browsing history. The searched
destination must be honoured; alternative
destinations may be offered only when
explicitly labelled as such. Violations should
trigger automatic restitution to affected
consumers and regulatory fines sufficient to
eliminate the profit incentive for algorithmic
result manipulation.

7.2 Mitigating Algorithmic, Search-Driven
Carrier promotion bias
Contextual Premise

Empirical evidence from the airline-booking
test ( 4.3 above) demonstrates that the same
destination search yields fundamentally
different results depending on the browser
and sign-in state: the privacy-preserving
browser returned a substituted destination
(Abu Dhabi instead of the searched Dubai)
with a promoted carrier (Etihad instead of
the route-serving Gulf Air), while the
mainstream browser returned the correct





OEBPS/page-025.jpg
Seeing Beyond THE Click: How Digital Ad Cost Disparities Shape Global Wealth and Cybersecurity.

of a large number of industries with global
connections. His network of contacts, each gained
and nurtured via respectful and successful long-term
business relations, is central to his ongoing outlook,
practices and strategies.

A Lifelong Focus on Growth and Improvement
Dr Al Awadhi brings a deep knowledge of the often-
contrasting cultures between organizations and
countries that are looking to do business. This allows
him to understand where agreements and differences
lie by enabling him to bridge gaps with a clear long-
term view of complex and dynamically evolving
situations. His academic and practical expertise
provides him with the unique ability to understand
and lead complex, dynamic situations, making him a
sought-after leader in both the public and private
sectofs.

A Portfolio of Real-world Experience

As a respected business figure across the regional
community, he is continually working to drive
forward a portfolio of entrepreneurial and innovative
activities and community support programs. He is
also hard at work creating several public committees
for the greater good of the many.

A Legacy of Leadership and Achievement
Throughout his carecer, Dr. Al Awadhi has held
pivotal roles, including serving as Executive
Chairman, where he successfully turned around a
stressed large group in his early 30s. His leadership
extends to founding, developing, and overseeing the
operations, strategy, and governance of a diverse
portfolio of businesses. His ventures span major
industries, where his impact and achievements are
widely recognized.

A Vision for the Future

Beyond his business endeavours, Dr. Al Awadhi is
deeply committed to community service and public
initiatives. He actively contributes to entrepreneurial
and innovation activities and is involved in creating
public committees aimed at the greater good. His
work is guided by his ability to see beyond the present,
envisioning a more innovative and prosperous future.

As an author, Dr. Al Awadhi has published works
under his lifelong theme of "Seeing Beyond,"
including Seeing Beyond Entrepreneurship Part 1,
and this book Seeing Beyond Innovation and Change.
Through these publications, he calls for the
ideologization ~ of  innovation,  change, and
entrepreneurship "ICCI"  within nations, urging
policymakers to embrace these principles for the
betterment of humanity. This research is formed and
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directed by his experiences and insights both
academically and empirically along the way.

SAUD AL AWADHI

Saud Al Awadhi is a dedicated and
w results-driven professional with
. expertise in leadership, I'T development,
and innovative project execution.
Currently pursuing a Bachelor of
Science in Computer Science at the
University of Lancaster, Saud combines
academic excellence with a strong entrepreneurial
background. He led Team NEMA (N3MA) to win the
National Company Competition and secure second
place in the Regional Competition organized by JA
Worldwide in Qatar, showcasing his leadership and

collaborative decision-making abilities.

Saud has gained significant experience through
internships, including front-end and back-end
development roles at MUFEED and The Arabian
Coin, as well as I'T support at the GAD Lung and
Heart Institute in Saudi Arabia. His diverse skill set
spans programming, problem-solving, and critical
thinking, complemented by effective bilingual
communication. Saud’s passion for innovation and
technology is further reflected in his involvement in
community-driven projects, such as the TAFREE]
App development and sustainable initiatives like
Bahrain’s first prize-winning eco-box project.

With a proven track record of academic and
extracurricular achievements, including awards in
entrepreneurship, public speaking, and social work,
Saud brings a unique blend of technical acumen and
visionary leadership to collaborative research efforts.





OEBPS/page-026.jpg
Seeing Beyond THE Click: How Digital Ad Cost Disparities Shape Global Wealth and Cybersecurity. Al Awadhi & Al Awad

Glossaries

Abbreviation Full Term Relevance within the Study
Algorithmic Ex-antefex-post dossier that platforms must file outlining
AA Impact data inputs, optimisation goals, faimess metrics, and
Assessment remediation plans for algorithmic pricing or ranking systems.
Application Machine-readable interface through which platforms expose
APl Programming real-time fare or advertising-cost data used in the
Interface quantitative analyses.

Asonclation of Ethical-guideline body whose 2020 principles frame this

AolR: inisret ‘study’s data-collection compliance statement,
Researchers
Key paic-media metric used to compare adverlising costs
cpc Cost Per Click el
Cost Per Principal cost ndicator i he Gross-sectional dalaset;
cPm Thousand anchors the statistical comparison between Asia and the
Impressions

Macroeconomic outcome variable employed to test the
Gross Domestic

GDP iy relationship between ad-cost parity and national economic
growth.
Figh-cost regional bioc (Bahrain, Kuwalt, Oman, Qatar,
G Gulf Gooperation Saudi Arabia, United Arab Emirates) that serves as the
Council primary comparison group against lower-cost Asian
markets.
HyperText

archived during the dual-browser airline-search experiment,

HTML Markup
Pt including destination and carrier variations.
Tomei Broloodl ole in algorihmic resull manipulation — inciuding
P iy Gestination substitution and carrier promotion — across
browsers.
oTA Online Travel potential to substitute destinations and suppress competing
Agency carriers in search results.
Frren Gotect unacceptable resull manpulation — neiuding
PPS y destination substitution, carrier bias, and price differentials
Sandbox
— across user contexts.
Right to
RRGH Algorithmic Aucit Consumer entitiement to request post-transaction price
and Collective audits and seek restitution for systematic overcharging.
Redress
A Research Denotes the formal questions (RQ1-RQ3) guiding the
Question empirical investigation.
VPN Virtial rivate browser-based airline-search experiment.

Network
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experienced by individual businesses and
consumers documented in this study.

These measures must be accompanied by
continuous stakeholder dialogue—linking

policymakers, platform engineers, civil-
society watchdogs, and academic
researchers—to iterate standards in pace

with technological evolution. Only through
such concerted action can we re-establish
competitive neutrality, insulate consumers
from covert economic extraction, and fortify
the digital commons against criminal
appropriation.

In sum, equitable participation in the digital
economy hinges on demystifying and
democratising the algorithmic
infrastructures  that currently mediate
attention, choice, and price. By instituting
robust transparency regimes, harmonised

regulatory oversight, and proactive cyber-
security collaboration, the international
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7. Recommendations and Conclusion

7.1 Recommendations for Policymakers

To address the pressing economic, ethical,
and security challenges stemming from
disparities in digital ad costs and the
associated risks of cybercrime, the following
measures should be considered:

o Establish Global Pricing Standards:
Policymakers should work towards
developing fair and standardized
digital advertising pricing models that
consider regional economic
conditions. This would reduce existing
disparities between high-cost regions,
such as the GCC, and low-cost regions
like Asia, ensuring more equitable
market opportunities. A balanced
pricing system would help level the
playing  field, fostering fair
competition and encouraging growth
across all regions. Moreover, this
action will help eliminate a big
segment of cyber criminals that are
utilizing low-cost targeted
advertising. Thus, if the cybercrime
market size is in trillions then every
10% we eliminate represents 100's of
billions.

« Develop Nationalized Search Engines
and Data Infrastructures:
Governments should invest in
creating their own secure, national
databases and search engines to
reduce reliance on foreign platforms
that often monetize user data and
may be vulnerable to external
intrusions. For example, regions like
the GCC, EU, UK, US etc. could
establish a region-specific search
engine, akin to a modernized version
of the traditional directory book,
which would store and manage the
data of its users in a protected
environment. Such a system would
prioritize data privacy and security,
shielding users from potential
exploitation and unauthorized

monetization by third-party
companies. By having control over
their search engines, governments
can protect sensitive data, reduce
exposure to cyber threats, and ensure
that national data remains within their
jurisdiction, ultimately fostering a
more secure and sovereign digital
ecosystem. This would not only
enhance cybersecurity but also create
a digital infrastructure aligned with
regional values and regulations,
providing a trusted alternative to
global platforms.

Create an International Regulatory
Body for Digital Advertising: An
international body should be formed,
involving major global organizations
such as the European Union (EU), Gulf
Cooperation Council (GCC), United
Kingdom, United States, and other
key economic regions. This body
would be tasked with studying the
intricacies of media pricing and
developing policies to regulate ad
costs across regions. Continuous
meetings would be held to monitor
pricing trends, assess potential
market imbalances, and ensure price
stability. In cases of non-compliance
or manipulation of digital advertising
prices by businesses or tech
companies, this body would be
empowered to coordinate the
imposition of additional taxes and
penalties as a deterrent. By enforcing
such  standards  globally, the
international market would be more
balanced, allowing businesses to
compete fairly, regardless of location.

Create a Global Cybercrime Task
Force: This international regulatory
body should also invest in the creation
of a specialized cybercrime task force,
akin to a Digita-SWAT team,
operating under international
institutions like Interpol. This task
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force would have the authority to
intervene in regions where individual
countries may lack jurisdiction or
where legal frameworks are
insufficient to combat the rise in
digital fraud and cybercrime. Such a
force would ensure that global digital
security is upheld and that
cybercriminals  exploiting low-cost
digital environments are
apprehended, even in regions with
weaker enforcement mechanisms.

Strengthen National Wealth
Transformation Monitoring: Each
country should establish its own
monitoring body dedicated to
observing and analyzing wealth
transfer dynamics, especially those
influenced by digital ad pricing and
other related mechanisms. This body
would provide insights into the
economic impact of advertising cost
disparities and track how wealth is
shifting across regions and sectors.
Given the vital role that wealth
transformation plays in the health and
stability of national economies, it is
critical that governments actively
monitor these shifts to ensure that
their economic foundations are not
weakened by external factors,
including global digital advertising
practices.

Implement Comprehensive National
and International Cybercrime Laws:
Countries with lower digital ad costs,
which are often targeted by
cybercriminals, must strengthen their
cybercrime legislation and work in
close cooperation with international
law enforcement. This collaboration
would ensure that global efforts to
combat cybercrime are more
effective, reducing the exploitation of
digital advertising spaces by malicious
actors.

Al Awadhi & Al Awadhi (2025)

Promote Transparency and
Regulation in Digital Advertising:
Governments and regulatory

authorities should actively regulate
the practices of major digital
platforms to ensure that regional
pricing disparities do not create
undue  market advantages or
disadvantages. Transparent,
enforceable regulations would help
ensure that businesses, particularly
small and medium-sized enterprises
(SMEs), in high-cost regions are not
unfairly priced out of the market.

Foster International Collaboration on
Digital Security: Countries must
enhance their collaboration to create
strong cybersecurity frameworks that
address the vulnerabilities in digital
advertising systems. This
collaboration should include the
exchange of information, mutual
assistance in enforcement, and joint
efforts to respond to international
cybercrime  threats, helping to
safeguard the  global digital
ecosystem.

Encourage Digital Literacy and
Market Awareness: Policymakers

should promote educational
initiatives that improve digital literacy,
especially among businesses.

Increased awareness of digital
advertising cost structures and
strategies would help businesses in
high-cost regions optimize their
marketing efforts and navigate global
market challenges more effectively.

Convene High-Level Government-
Platform  Summits on  Price
Equalisation and Cybercrime
Containment: Policymakers should
take immediate action to convene
formal negotiations between national
governments and major digital
advertising platforms — including
Meta, Google, and other dominant





OEBPS/page-016.jpg
Seeing Beyond THE Click: How Digital Ad Cost Disparities Shape Global Wealth and Cybersecurity.

businesses effectively ~marketing their
products internationally while maintaining
lower operational costs compared to their
GCC counterparts.

Conversely, businesses in the GCC face higher
advertising costs stemming from a smaller
population and elevated purchasing power,
which creates substantial barriers for small
and medium-sized enterprises (SMEs). Al-
Mansour & Obembe (2020) underscore the
restrictive nature of these costs, highlighting
how they inhibit the competitive capabilities
of SMEs in the GCC. As a result, these firms
often struggle to compete with larger
enterprises that can afford to sustain higher
advertising expenditures, which limits their
market reach and growth potential.

The economic implications of these
disparities have been highlighted in
numerous studies. Goldfarb and Tucker
(2019) argue that lower digital advertising
costs have catalyzed the digital
transformation of emerging economies.
Meanwhile, Taneja and Gupta (2019) explore
how elevated marketing costs in the GCC
compel businesses to focus their efforts
strategically, limiting opportunities for
organic growth and innovation. Such
dynamics create a shift in global business
landscapes, characterized by what Stiirmer,
Nussbaumer & Stockli (2021), describe as
"data colonialism," where wealthier
companies exploit lower advertising costs in
emerging markets to dominate international
advertising spaces.

Table 5: Comparative Growth of Digital
Economies in Asia vs. GCC (2015-2023)

Digital || )4 cost || GDP Growth
Economy Increase || from Digital
Region|| Growth (201 Econoi
Rate > v

(Annual %) 2023) |[[(USD Billion)

(lﬁf};) 12.2% 4% $450 Billion
[cec | 78% | 22% | $3008Billion]
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As shown in Table 5, the digital economy in
Asia has grown at a faster pace than in the
GCC, mainly due to the favourable cost
structure for online businesses. The relatively
lower ad costs in Asia have encouraged more
businesses to invest in digital marketing,
thereby increasing GDP contributions from
the digital economy.

6.2 Ethical Concerns: Data Colonialism and
Market Manipulation

The disparities in digital ad costs raise critical
ethical issues regarding the control exerted
by major platforms. These platforms
implement different cost structures based on
factors such as region and purchasing power,
creating an uneven playing field that favours
businesses in lower-cost regions while
impeding the competitiveness of higher-cost
areas. This phenomenon can be described as
a form of "data colonialism" (Stiirmer,
Nussbaumer & St ckli 2021), where wealthier
companies from developed regions use the
lower costs in emerging markets to their
advantage. For example, companies based in
India or Southeast Asia can leverage their low
advertising costs to aggressively market
products to consumers in higher-income
regions, such as the GCC, while local
businesses in the GCC face prohibitive
advertising costs.

Moreover, Goldfarb and Tucker (2019)
emphasize the importance of recognizing
how the global digital advertising landscape
shifts power dynamics, allowing companies
from lower-cost regions to expand their
global presence without the operational
burdens faced by those in higher-cost areas
like the GCC. This imbalance raises ethical
concerns about fairness in market access and
the economic implications for local
businesses in higher-cost regions, which are
forced to compete in amarketplace that does
not reflect their operational realities.
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6.3 Cybercrime and the Digital Ad Ecosystem
The disparities in advertising costs create an
environment ripe for cybercrime, particularly
as fraudsters exploit lower ad costs inregions
like India. Holt and Bossler (2016) argue that
the affordability of digital advertising in these
countries enables cybercriminals to conduct
large-scale campaigns targeting wealthier
markets, such as the GCC, where the returns
on investment are significantly higher due to
greater disposable incomes.

They also demonstrate how the low cost of
reaching vast digital audiences in Southeast
Asia encourages cybercriminals to employ
aggressive strategies that often yield high
success rates (Holt and Bossler 2016). This
exploitation of digital ad disparities
underscores the financial allure for
cybercriminals to operate in regions with
weaker regulatory frameworks, allowing
them to conduct fraudulent activities with
minimal investment and risk of repercussions
(Maimon & Louderback, 2019).

In Table 4 above, we saw how cybercriminals
can earn higher profits in low-cost regions.
For example, a scammer operating in India
can reach 1 million users for just $1,000, and if
0.01% (100 clients) fall victim to a 100$ scam,
the scammer earns $9,000 in profit.
Conversely, the same scam in the GCC would
break even due to the much higher cost of
reaching users, making it less attractive for
cybercriminals to operate from high-cost
regions.

This cost-to-revenue analysis illustrates how
cybercriminals can operate more effectively
in regions with lower advertising costs,
further amplifying the need for robust digital
security measures in higher-cost markets.

6.4 Cybercrime and Weak Law Enforcement
Countries  with  less  stringent law
enforcement, particularly in Asia, become
breeding grounds for cybercrime, as
emphasized by Maimon and Louderback
(2019). Cybercriminals operating in these

Al Awadhi & Al Awadhi (2025)

regions benefit not only from lower costs but
also from inadequate regulatory
frameworks, which enable them to
perpetrate fraud without significant legal
repercussions. The lack of international
cooperation on cybercrime exacerbates this
issue, allowing criminals to target wealthier
regions without fear of prosecution.

As highlighted in the discussion, the interplay
between digital advertising costs and the rise
of cybercrime reflects a critical issue that
necessitates urgent attention. The ethical
ramifications of allowing companies in low-
cost regions to dominate digital advertising
spaces while businesses in higher-cost areas
struggle for visibility further complicate the
economic landscape.

In conclusion, The examination of digital
advertising costs reveals a significant and
concerning disparity between regions like
the GCC and Asia, affecting both local
businesses and the broader economic
framework. While digital platforms offer
unified market access, the stark differences
in ad costs result in imbalances in
competitiveness and growth opportunities.
Asunderscored by the literature and analyses
presented, the notion that digital advertising
fosters a level playing field is fundamentally
flawed. The manipulation of advertising costs
by major tech platforms perpetuates an
economic imbalance that favours businesses
in low-cost regions at the expense of those in
higher-cost areas.

Furthermore, the implications extend
beyond mere business competition to issues
of cybercrime and global digital security. The
current state of digital advertising
necessitates a reevaluation of practices to
ensure fairness and equity, as the current
structures risk exacerbating economic
disparities and undermining the principles of
a free and fair global market.
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Table 4: Cost per 1000 Impressions (CPM)
Comparison — Example Business Campaign
(Success Rate: 20%)

CPM | Impressi Cost per Total
Range || ons for Conversio || Conversion
Country @in <xtn n (20% s (20%
success success
USD) || Budget ) -
125,000
2.50- 12.50 - || 25,000 -
Bahrain $$ 500 B $$252) 5(; oo
o 200,000 40,
2,941,17
. |$0.09-| 6- $0.45- || 588,235-
India
$0.17 |5,555,55| $0.85 || 1,111,111
5

Table 5: Cost per Interaction Comparison —
Example Business Campaign (Success Rate: 20%)

Cost per|| Total
Conwversi|| Conversi
on (20% || ons (20%
success || success
rate) rate)

Cost per | Interacti
Count||Interacti| ons for
ry on (in $500
USD) | Budget

Bahrai|| $0.03- | 6,250- || $0.15- || 1,250-
n $0.08 16,667 $0.40 3,333

20.45-

33 13,889 - || $0.025- || 2,778 -
($0.005 -|| 100,000 || $0.18 20,000
$0.036)

India

Analytical Comparison: Competitive
Advantage for Indian Advertisers Targeting
GCC Markets

The stark cost disparity in Instagram
advertising between Bahrain and India
creates a substantial competitive edge for
Indian businesses targeting GCC companies.
With significantly lower costs across all
metrics—CPC, and CPM, resulting in lower
cost per interaction—Indian advertisers can
achieve far greater results with the same
budget, even when accounting for similar
success rates.

For example, with a $500 budget, an Indian
business could secure up to 100,000 clicks,
yielding up to 20,000 conversions (based on
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a 20% success rate), compared to only 1,250
clicks and 250 conversions for a Bahrain-
based business. This discrepancy provides
Indian advertisers with a major advantage in
lead generation and conversion efficiency,
allowing them to outperform GCC advertisers
while spending less.

In terms of impressions, Indian advertisers
can reach up to 5.5 million users for $500,
compared to 200,000 in Bahrain. The vast
difference in reach enables Indian businesses
to increase brand awareness and
engagement at a fraction of the cost,
positioning them more visibly in the GCC
market.

Furthermore, the low cost per interaction in
India, ranging from $0.025 to $0.18, allows
businesses to drive more engagement—
likes, shares, and comments—compared to
$0.15 to $0.40 in Bahrain. This heightened
engagement can amplify the organic reach of
ads, further increasing brand visibility
without additional spending.

Personal Experiment

As a simple additional experiment, | ran a
$3/day Instagram ad campaign for six days,
targeting the same audience demographics
in the GCC region. The total budget of $18
reached 10,000 users in India compared to
only 5,700 users in Bahrain. This experiment
corroborates the cost-effectiveness of
running campaigns from India, aligning with
broader cost patterns reported by media
companies, however, the numbers vary
between the actual experiment and the
published numbers.
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Figure 2: Published ads Experiment Screenshots
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The second empirical test interrogated the
role of search-engine-dependent algorithmic
manipulation in the context of commercial
air-travel bookings — an arena increasingly
critiqued for opaque pricing, market
concentration, and algorithmic exploitation
of consumers. Two concurrent searches for a
Bahrain-to-Dubai itinerary were executed:
one through a privacy-preserving browser
(not signed in) and the other through a
mainstream, privacy-non-preserving browser
(signedin). The results diverged not merely in
price but in substance: the privacy browser
returned flights to Abu Dhabi (AUH) — a
different destination entirely — at BHD 60 via
Etihad, while the mainstream browser
correctly returned Dubai (DXB) flights at BHD
100 via Gulf Air. The algorithm had silently
substituted the searched destination and
promoted Abu Dhabi’s hub carrier (Etihad)
over Bahrain’s national carrier (Gulf Air) that
actually serves the Dubai route. Although this
pilot comparison stops short of a full causal
decomposition, it reveals a more
fundamental distortion than simple price
discrimination: the search intermediary is not
merely adjusting prices but actively
reshaping the consumer’s choice
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architecture — deciding which destinations
and carriers are presented and which are
suppressed. The central question is no longer
who captures a fare premium, but who
governs the algorithmic logic  that
determines what travellers are shown in the
first place.

Figure 3: Search Engines Experiment
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In  conclusion, the significantly lower

Instagram advertising costs in India provide
businesses targeting the GCC with a clear
competitive advantage. The ability to
generate far more impressions, clicks, and
conversions at a fraction of the cost gives
Indian advertisers a powerful position to
outperform their GCC counterparts. Whether
examining  media-reported  data  or
conducting small-scale experiments, the
evidence consistently points to superior
results and better ROI for Indian businesses
targeting the Gulf region.

4.2 Impact on Cybercrime and Global Digital
Security

While there isn't a single comprehensive
study quantifying the exact size of
cybercrime  specifically attributable to
targeted online advertising, there s
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and their implications. Taneja and Gupta
(2019) further explore the economics of
digital advertising, emphasizing the distinct
factors at play in the GCC compared to Asia.
Ala'raj and Khasawneh (2020) focus on the
impact of digital transformation on
advertising  strategies, highlighting the
necessity for GCC businesses to adapt to the
rapidly ~ changing  digital  landscape.
Additionally, Goldfarb and Tucker (2019)
provide evidence of the relationship between
digital advertising expenditure and economic
growth across regions, underscoring the
critical role that advertising plays in shaping
regional economic outcomes. Thus, the
influence of advertising costs on consumer
behaviour, reinforces the
interconnectedness of cost structures and
market dynamics across these regions.

One of the most illuminating aspects of this
disparity in digital ad costs emerged from my
discussion with a business leader in the GCC.
Initially, the business leader argued that
digital ~ platforms serve as neutral
intermediaries, allowing fair market access
globally. However, after further analysis and
reflection, the leader began to recognize the
skewed nature of these practices. As |
illustrated to him: “Imagine two iPhone
suppliers, one from GCC, Salman, and one
from Asia, Rajesh. Salman has to pay $10 for
his ad to be seen, while Rajesh only pays 10
cents. For the same budget, Rajesh can
achieve 10 times more exposure than Salman,
giving him a competitive advantage. This
discrepancy shifts market power and wealth
from higher-cost regions like the GCC to
lower-cost countries like Asia.”

The business leader eventually
acknowledged that this imbalance means
that the global market is effectively
dominated by large platforms that dictate
advertising costs in a way that favours
businesses from countries with lower ad
rates. The implications for local businesses in
the GCCare severe, as this practice facilitates
a form of economic wealth transfer from
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wealthier regions to countries with lower
costs, all under the guise of a “free market.”
The question of fairness arises, particularly
when businesses in high-cost regions are
subject to greater operational expenses, and
yet receive no additional support in these
pricing structures. This is, as the business
leader ultimately concluded, not reflective of
a truly free market.

Moreover, this globalized digital advertising
landscape has profound consequences for
regional economic development. Agrawal et
al. (2018) discuss how artificial intelligence is
being used to optimize digital ad targeting,
further  amplifying  the  competitive
advantage of companies in regions with
lower costs. Stiirmer, Nussbaumer & Stdckli
(2021), critically examines the post-colonial
implications of such disparities, suggesting
that this imbalance in advertising power
creates a new form of "data colonialism."
This issue is not just limited to the economic
realm but extends to ethical concerns
regarding the monopolistic practices of
major digital platforms.

In essence, this manipulation of digital
advertising costs by large tech platforms
redistributes wealth and market access in a
way that disadvantages businesses in the
GCC and similarly high-cost regions. The
global market may be unified in terms of user
access, but the advertising landscape is far
from equal. The consequence of these
disparities is that businesses in regions like
GCC, despite having higher local costs, are at
a marked disadvantage in the global
marketplace.

In the broader context, the practice of
allowing companies from low-cost regions
like Asia to dominate digital advertising
spaces while businesses from higher-cost
regions struggle to compete calls into
question the fairness of current digital
economic structures. Rather than fostering a
truly competitive global market, these
disparities create a system where economic
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power is increasingly consolidated in regions
with lower digital ad costs, undermining local
enterprises in the GCC and beyond.

In conclusion, the examination of digital
advertising costs between regions like the
GCC and Asia reveals a deep and concerning
disparity that affects both local businesses
and the global economic landscape. While
digital platforms provide unified market
access for businesses worldwide, the
differences in ad costs create significant
imbalances in competitiveness and growth
opportunities. This issue is particularly stark
when comparing countries like India, where
lower costs allow businesses to achieve
greater digital reach and growth, to
wealthier regions such as the GCC, where
higher costs limit business expansion and
market visibility.

As demonstrated in the discussion, the idea
that digital advertising provides a level
playing field is flawed. The manipulation of
advertising costs by large tech platforms has
transformed  the  market, favouring
businesses in low-cost regions like India at
the expense of those in higher-cost regions
such as the GCC. This practice, often justified
under the banner of a "free market," raises
serious ethical and economic concerns. It
leads to a form of wealth redistribution
where businesses from wealthier regions are
disadvantaged, while those in lower-cost
countries gain an edge. This dynamic was
recognized even in a discussion with a
business leader from the GCC, who initially
argued for the fairness of digital platforms
but, after careful reflection, acknowledged
the economic imbalance caused by these ad
pricing structures and is looking forward to
seeing the recommendations of this paper.

Moreover, these disparities go beyond
business competition and extend to the
realm of cybercrime. The lower costs of
digital advertising in regions with weaker
regulatory  frameworks have created
opportunities for cybercriminals to exploit
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this system, targeting wealthier markets like
the GCC with minimal upfront investment.
This has far-reaching consequences for global
digital security and further exacerbates the
economic divide between regions.

Ultimately, the current state of digital
advertising highlights the need for more
equitable practices that consider the broader
economic and ethical implications. If digital
advertising is to truly support global
economic growth, platforms must address
the unfair advantage given to businesses in
lower-cost regions and create a more
balanced and supportive environment for
businesses in regions like the GCC. Without
such measures, the digital advertising
ecosystem risks perpetuating economic
disparities and undermining the very idea of
a free and fair global market.

6. Economic and Ethical Implications
of Ad Cost Manipulation

6.1 Economic Impact: Regional Wealth
Redistribution

The manipulation of digital advertising costs
by major platforms has profound economic
consequences, contributing to significant
disparities in business opportunities across
different regions, particularly between Asia
and the Gulf Cooperation Council (GCC). The
markedly lower cost of digital advertising in
countries like India enables local businesses
to allocate greater resources toward
customer  acquisition and  marketing
strategies, facilitating rapid growth.

Digital ad spending in Asia has surged, with e-
commerce, fintech, and telecommunication
sectors experiencing accelerated expansion
due to the affordability of customer
outreach. For instance, India's digital
economy experienced a robust annual
growth rate of 12.2% between 2015 and 2020,
primarily driven by increased internet
penetration and low digital advertising costs
(Stephen, 2016). This economic dynamism is
further fueled by a growing number of Asian
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substantial  research  indicating that
cybercriminals exploit targeted advertising
platforms to carry out various malicious
activities. This includes distributing malware
through malicious advertisements
("malvertising"), executing phishing
campaigns, and conducting fraud schemes.

Malvertising

Cybercriminals purchase ad space on
legitimate websites and inject malicious code
into ads. These ads can infect a user's device
without any action required from the user, a
method known as a "drive-by download"
(Symantec, 2020). Studies by cybersecurity
firms like Malwarebytes and Symantec have
reported increases in malvertising incidents,
highlighting it as a significant vector for
malware distribution (Malwarebytes, 2021).

Phishing and Fraud

Targeted ads can be used to direct specific
demographics to fraudulent websites
designed to steal personal information or
financial details. For example, ads mimicking
legitimate services but leading to spoofed
websites have been documented in reports
by organizations like the Anti-Phishing
Working Group (APWG, 2021).

Exploitation of Ad Platforms

Research has shown that cybercriminals
exploit the sophisticated targeting features
of ad platforms to reach potential victims
more effectively. Reports by the European
Union Agency for Cybersecurity (ENISA) have
discussed how  the  micro-targeting
capabilities of online advertising can be
misused for malicious purposes (ENISA,
2018).

Economic Impact

While exact figures are hard to pin down due
to the covert nature of cybercrime, industry
reports estimate that cybercrime costs the
global economy trillions of dollars annually.
The World Economic Forum's "Global Risks
Report" often highlights cybercrime as a
significant economic threat, with online

Al Awadhi & Al Awadhi (2025)

advertising channels being one of the
avenues for such activities (World Economic
Forum, 2022).

Regulatory and Industry Responses

In response to these threats, there has been
increased collaboration between advertising
networks,  cybersecurity  firms, and
regulatory bodies to detect and prevent
malicious ads. Initiatives like the Trustworthy
Accountability Group (TAG) work towards
combating criminal activity in digital
advertising (TAG, 2021).

The Cost Factor

The cost disparities in digital advertising
between regions like India and the GCC not
only affect legitimate businesses but also
provide fertile ground for cybercriminals. As
noted by Holt and Bossler (2016), the low
cost of online ads in countries like India
incentivizes cybercriminals. These campaigns
often target wealthier markets such as the
GCC, where the return on investment (ROI)
from fraudulent activities is higher due to the
more affluent consumer base. Greenwood,
Ma and Yorukoglu (2021) confirm that
cybercriminals are increasingly using the
affordability of digital advertising in low-cost
regions to exploit global markets, especially
in regions with weaker regulatory oversight.

Maimon and Louderback (2019) delve deeper
into how cybercriminals operating from
regions with low digital ad costs and weak
law enforcement can perpetrate fraud on a
global scale with little fear of reprisal. They
highlight that countries with more lenient
digital governance are not only breeding
grounds for cybercrime but also hubs from
which criminal enterprises expand their
operations. The profitability of such
cybercrime operations is underscored by Holt
& Bossler (2016), who demonstrates how the
low cost of reaching vast digital audiences in
regions like Southeast Asia encourages cyber
criminals to cast wide nets, often with high
success rates.
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The financial allure of cybercriminals is
illustrated by the stark cost-to-revenue
differences between regions. As shown in
Table 4, scammers can target 1 million users
in India for as little as $1,000, generating
profits of up to $9,000 from a 0.01% scam
success rate. In contrast, the same campaign
targeting users in the GCC would cost
$10,000, severely reducing the profitability
and attractiveness of these scams for
cybercriminals.

4.3 Financial Viability of Cybercrime Across
Regions

The financial viability of running cyber scams
varies greatly depending on the region, due
to disparities in online advertising costs and
regulatory frameworks. As noted by Holt and
Bossler (2016) argue that the affordability of
digital advertising is a valid drive for cyber
criminals. The minimal investment required
for ads that can reach millions of users,
significantly increases the profitability of
such scams, especially when targeting
individuals with higher disposable incomes.

Cybercriminals, operating in regions with
lower living costs and weaker law
enforcement (Maimon & Louderback, 2019),
can easily afford to cast a wide net with their
digital advertising campaigns, making it
easier to reach large audiences at low costs.
Even with a low success rate (e.g., a 0.01%
scam success rate), the return on investment
is substantial. As seen in Table 4, scammers
targeting GCC residents can generate a
significant profit from fraudulent activities
even with minimal upfront investment.
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Table 4: Cybercrime Investment and Profit

Comparison
Costts Revenue
Scam || from 100
Reach 1 Net
. e Success||Successful :
Region || Million Profit
Rate Scams
Users N (UsD)
(UsD) (0.01%) || ($100 per
Client)
India $1,000 || 0.01% | $10,000 ||$9,000
(Asia) ! e ’ 9
Gcc j
CouRtrics $10,000|| 0.01% | $10,000 $0

As illustrated in Table 4, cybercriminals can
launch a campaign targeting 1 million users in
India for as little as $1,000, generating a
potential profit of $9,000 if 100 users are
successfully scammed at $100 each.
However, the same campaign run in GCC
countries would cost $10,000 for ad
placements, significantly diminishing or even
eliminating the scam’s profitability.

This cost-to-revenue discrepancy reinforces
why cybercriminals are more likely to operate
out of countries with lower advertising costs,
where the return on investment is much
higher. Moreover, countries with lower
digital ad costs and weaker regulatory
environments are more prone to being hubs
for international cybercrime operations
(Lusthaus and Varese, 2017).

5. Discussion

In  examining the dynamics of digital
advertising, several key studies have
emerged that highlight the implications for
business growth and economic development
in the Gulf Cooperation Council (GCC) and
Asia. Recent research further supports and
expands upon these findings. Gharios and
Abu  Khalaf (2024) investigate how
advertising costs affect the growth of
businesses in the MENA region, revealing
significant challenges for local enterprises.
Al-Mansour & Obembe (2020) analyze the
economic landscape of digital advertising in
Asia, providing insights into regional trends
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companies in lower-cost regions can engage
in aggressive marketing campaigns that
outpace their higher-cost competitors.
Moreover, Ala'raj and Khasawneh (2020)
stress the changing face of advertising in the
GCC, emphasizing the impact of cost
discrepancies on market dynamics. Gharios &
Abu Khalaf (2024) also provide insights into
how these disparities influence the
marketing landscape in the Gulf region,
which can hinder local businesses' growth
potential. Additionally, Vieira et al. (2019)
analyze the competitive impact of digital
marketing strategies, demonstrating that
businesses in lower-cost areas can
outmanoeuvre their GCC counterparts due to
lower advertising expenses.

Gharios and Abu Khalaf (2024) contribute to
this conversation by analyzing market
dynamics in the MENA region, shedding light
on how advertising costs fluctuate in
response to regional economic factors.
Stephen (2016) explores how digital
marketing is reshaping consumer behaviour,
particularly in the context of Asia and
emerging markets, further emphasizing the
impact of ad cost disparities on business
growth and market strategies.

2.3 Wealth Redistribution through Digital
Advertising

The economic implications of ad cost
manipulation extend beyond business
growth into regional wealth redistribution.
Zuboff (2019) discusses the broader
framework of “surveillance capitalism,”
where digital platforms profit from consumer
data and influence economic outcomes in
favour of those who can afford greater digital
exposure. The disparity in ad costs across
regions has led to a significant shift in wealth
from higher-cost regions to lower-cost
regions. For example, businesses in countries
like India can leverage their lower ad costs to
compete with companies in regions like the
GCC, ultimately capturing a larger share of
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global markets (Brynjolfsson and McAfee,
2014; Gharios and Abu Khalaf, 2024).

Additionally, research by the International
Monetary Fund (IMF) (2024). emphasizes
that companies operating in low-cost digital
advertising environments experience
increased profitability, thus accelerating
wealth accumulation in these regions.
Stlirmer, Nussbaumer & Stockli (2021),
introduces the concept of "data colonialism,"
arguing that wealthy nations maintain
control over global markets. However, in
digital advertising, low-cost regions like Asia
are beginning to dominate, with the ease of
accessing digital advertising leading to
accelerated economic growth and wealth
redistribution (Stephen, 2016); Vieira et al.,
2019). Huang, Qu & Tan (2024) further
support this notion by highlighting that
reduced advertising expenses correlate
positively with GDP growth in developing
countries.

2.4 Cybercrime and Digital Advertising Costs
Lower digital ad costs in regions like Asia
contribute to the growth of cybercrime. Holt
and Bossler (2016) argue that cybercriminals
exploit low-cost digital ecosystems to run
scams targeting wealthier populations.
Scammers operating from countries with
weak regulatory frameworks can invest
minimal amounts in online ads to reach
potential victims in the GCC, where users are
more likely to have higher disposable income.
Holt & Bossler (2016) argue that weak law
enforcement in regions with lower digital ad
costs contributes to the proliferation of
cybercrime.

Maimon and Louderback (2019) provide a
detailed analysis of how scammers can
exploit the cost-benefit dynamics of digital
advertising in  regions with  weak
cybersecurity frameworks. In addition, the
work of Hassib and Shires (2022) highlight the
significant economic impact of cybercrime on
businesses in the GCC, illustrating how the
high cost of digital advertising makes
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differ across high- and low-income
regions, after controlling for audience
size and engagement quality?

2. RQ2: How do these cost asymmetries
influence cross-border wealth flows
among legitimate firms?

3. RQ3: What role do low-cost
advertising environments play in
reducing the entry barriers for cyber-
fraud targeting wealthier
jurisdictions?

Theoretical Framework

Our analysis is anchored in platform
capitalism (Srnicek, 2017) and surveillance
capitalism (Zuboff, 2019), complemented by
the emerging discourse on data colonialism
(Stirmer et al, 2021). These lenses
conceptualise digital platforms as rent-
extractive intermediaries whose
optimisation logics reshape global value
chains.

Method Overview

Methodologically, we triangulate evidence
from (i) two field experiments manipulating
ad placement and search context, (ii) a cross-
sectional dataset of CPMs across 38
economies, and (iii) a qualitative synthesis of
50 peer-reviewed studies published between
2014 and 2025.

Contribution & Structure

The paper contributes by (a) empirically
documenting algorithmic manipulation —
including destination substitution and carrier
promotion bias — at scale, (b) linking
advertising arbitrage to measurable wealth
shifts and cyber-crime propensity, and (c)
advancing an eleven-point governance
blueprint encompassing algorithmic auditing,
platform accountability for malvertising, SME
support in high-cost regions, transnational
cybercrime enforcement, and a statutory
consumer right to browser-neutral search
results. Section 2 reviews the literature;
Section 3 details data and methods; Sections
4 and 5 present results; Section 6 discusses
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policy implications; and Section 7 offers
recommendations and concludes.

2. Literature Review

2.1 Platform  Capitalism and Digital
Advertising

The economic dynamics of digital advertising
are central to understanding how costs vary
across regions. Srnicek (2017) highlights the
role of platform capitalism in driving the
digital economy, where platforms such as
social media and search engines exert
significant control over access to global
markets. These platforms rely on advertising
for revenue, accumulating wealth by
monopolizing digital ecosystems. Agrawal,
Gans, and Goldfarb (2018) provide an
economic perspective on how predictive
technology and algorithm-driven advertising
have further entrenched these platforms'
power by efficiently targeting consumers.
This data-driven dominance allows platforms
to influence regional ad costs by capitalizing
on population size and purchasing power.

2.2 Economic Disparities in Digital Ad Costs
Brynjolfsson and McAfee (2014) emphasize
the uneven distribution of technological
benefits across regions, which is magnified
by disparities in digital ad costs. While digital
ads in wealthier regions like the GCCare more
expensive due to higher purchasing power,
businesses in Asia, particularly India, benefit
from significantly lower advertising costs
(Stephen, 2016 ; Alalwan et al., 2017). These
differences create competitive advantages
for companies in low-cost regions, enabling
them to expand more quickly than their
counterparts in high-cost regions. The study
by Rao & Rao (2012) supports this by
illustrating that lower advertising costs in
Asian markets lead to higher returns on
investment for local businesses, which are
often more innovative and agile in adapting
to market demands.

Gupta et al. (2021) discuss the impact of cost
differences on the marketing strategies of
multinational corporations, revealing that
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positive correlation between lower digital
advertising costs and GDP growth in
developing countries.

2.7 Case Studies and Comparative Analysis
Case studies from regions such as Southeast
Asia illustrate the impact of lower advertising
costs on overall business growth and
economic  development (Obitovich &
Utkirovna, 2023). The comparative analysis
between Asian countries and the GCC reveals
that Asian businesses are often able to reach
alarger audience and convert more leads due
to their lower costs. Gharios and Abu Khalaf
(2024) discuss how these dynamics
contribute to a flourishing entrepreneurial
ecosystem in lower-cost markets, while
businesses in the GCC struggle with the
burden of high advertising expenditures.

Khan and Malik (2020) support this by
indicating that lower ad costs allow for
greater experimentation and innovation in
marketing strategies, further enhancing
competitive advantages for businesses in
Asian markets. Additionally, Saleem, Khan, Al
Shamsi & Magd (2023) emphasize the
importance of adaptability in marketing
approaches in response to the rapidly
changing digital landscape. Mechman et al.
(2022) also highlight that digital advertising
strategies tailored for lower-cost regions
yield better results, allowing businesses to
grow rapidly.

3. Methodology

This paper employs a comparative analysis to
explore the disparities in digital advertising
costs and their subsequent impacts on
regional business growth and cybercrime.
Data sources include average Cost-Per-Click
(CPC) and Cost-Per-Thousand Impressions
(CPM) rates in Asia and the GCC, providing a
foundation to assess how  these
discrepancies influence local businesses'
competitiveness, GDP contributions from the
digital economy, and the profitability of
cybercrime.
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The research draws upon symbolic
interactionism  theory (Blumer, 1969),
utilizing an exploratory and personal
constructionist approach. This approach
emphasizes the subjective meanings and
experiences ascribed to social phenomena,
highlighting how these interpretations shape
behaviours and outcomes. The methodology
integrates case studies and qualitative
analysis of Instagram advertising data
gathered through the author's experiment
along with additional published data,
offering rich insights into practical
applications and real-world implications.

A key aspect of this study is the inclusion of
the author's personal observations and
knowledge. This method aligns with the
symbolic interactionist principle of valuing
the knowledge of societal lay members
(Berger and Luckmann, 1966) over abstract
normative ideals (Weinberg, 2014). By
observing and analyzing data from Instagram
promotional campaigns, the author identifies
patterns and constructs insights directly
relevant to the research objectives.

For example, the Instagram experiment
involved running targeted campaigns, which
generated empirical data and supported the
iterative development and verification of the
study's hypotheses (Denscombe, 2007). This
approach ensured that the findings were
rooted in practice and reflective of real-world
dynamics.

Furthermore, this methodology avoids
ethical complications, as no external
participants were involved in data collection.
All data stems from the author's professional
experience, existing literature, and the
outcomes of  controlled  advertising
experiments. Such an approach enhances the
reliability and practical relevance of the
findings, adhering to the qualitative research
emphasis on knowledge derived from
experience and practice (Silverman, 2021;
Titchen & Neville, 2001).
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companies more vulnerable to targeted
attacks. Hassib & Shires (2022) further
underscore the challenges faced by GCC
businesses in combating cybercrime due to
high advertising costs, making them
attractive targets for low-cost scam
operations.

Moreover, Maimon and Louderback (2019)
discuss how the rise of digital advertising
correlates with an increase in cybercrime
incidents, indicating that as businesses invest
more in online Vvisibility, they also
inadvertently attract cybercriminals seeking
to exploit high-value targets. Hakmeh (2017)
supports this by indicating that the rise of
cybercrime in the GCC can be partly
attributed to the high stakes involved in
digital advertising. Also detailing how
cybercrime trends are evolving in the GCC
and their implications for businesses in the
region. We cannot conclude this chapter
without addressing one of the most
significant data scandals of our era: the
Facebook-Cambridge Analytica case. This
incident, with its profound ethical concerns
regarding data privacy and its role in
influencing the US elections, underscores the
immense power of data (Chatterjee, 2021;
Isaak and Hanna, 2018; 2018; Zuboff, 2019).
Apple’s former CEO, Tim Cook, aptly
described this phenomenon, stating that
data is being "weaponized against us with
military efficiency” (Cook, 2018). Coming from
a leader with deep technical expertise, this
statement serves as a stark warning about
the risks of unregulated data exploitation
and its far-reaching consequences.

2.5 The Global Digital Divide

The digital divide is not solely about access to
technology but also about access to
affordable advertising (Brynjolfsson &
McAfee, 2014; Stephen, 2016). Businesses in
low-cost regions can allocate larger portions
of their budgets toward customer
acquisition, leading to faster market growth,
while businesses in wealthier regions must
contend with higher costs that restrict their
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marketing reach. This disparity reinforces
wealth redistribution trends between
regions.

Holt and Bossler (2016) emphasize how the
digital divide creates opportunities for
cybercriminals.  Stlirmer, Nussbaumer &
St6ckli (2021), extends this argument by
suggesting that the wealth generated by
cybercrime from wealthier regions is often
funnelled into regions with lower costs,
where scammers can operate with minimal
risk of detection. Additionally, the research of
Paul (2020) sheds light on the role of
cryptocurrencies in facilitating cross-border
cybercrime, further complicating the digital
divide.

2.6 Implications for Regional GDP Growth

The manipulation of ad costs has significant
implications for GDP growth in both high-cost
and low-cost regions. Goldfarb and Tucker
(2019) point out that lower digital advertising
costs in regions like India have driven
economic growth in the digital economy,
particularly in sectors such as e-commerce
and digital payments. In contrast, higher ad
costs in the GCC limit the ability of local
businesses to compete on a global scale,
slowing the growth of the digital economy in
the region (Ala'raj and Khasawneh, 2020).

The findings by Huang, Qu & Tan (2024)
demonstrate that reduced advertising
expenses correlate positively with GDP
growth in developing countries, emphasizing
the role of digital marketing in economic
development. Stiirmer, Nussbaumer &
Stoéckli (2021), argues that this wealth
redistribution through digital advertising is
reshaping global economic power. As
businesses in low-cost regions gain more
access to digital tools, their GDP contribution
from the digital economy increases, leading
to faster overall economic growth compared
to wealthier regions with higher digital
advertising costs. Ala'raj & Khasawneh
(2020) further illustrate this point by
providing empirical evidence showing the
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financial technology (fintech), and online
education. The relatively low-cost structure
in India allows for greater experimentation
and risk-taking in digital campaigns, fostering
a culture of innovation.

On the other hand, businesses in high-cost
regions like the GCC face substantial barriers
to entry in digital advertising. Al-Mansour &
Obembe (2020) highlight that digital
advertising in the GCC is shaped by the
region's smaller population and higher
consumer purchasing power, which inflates
costs, reducing the scope of ad placements
and reach. As a result, small and medium-
sized enterprises (SMEs) in the GCC struggle
to compete with larger businesses that have
the financial muscle to sustain higher ad
expenditures.

The economic implications of these ad cost
disparities are profound, whereby, the lower
cost of digital advertising in India has
accelerated the digital transformation of its
economy, enabling businesses to rapidly
scale. The barriers to digital marketing in the
GCC, conversely, may restrict innovation and
slow the pace of business growth. Taneja and
Gupta (2019) further explore how businesses
in the GCC must strategically focus their
marketing efforts due to the elevated costs,
often limiting the scope for organic growth.

This uneven distribution of digital ad costs
has been characterized as a form of "digital
advertising  colonialism" by  Stiirmer,
Nussbaumer & Stéckli (2021). Businesses
from wealthier regions, by leveraging higher
ad spending, can dominate international
advertising spaces, while companies in lower-
cost regions like India thrive locally. Goldfarb
and Tucker (2019) note that the rapid growth
of businesses in low-cost regions highlights a
shift in global business dynamics, where the
advantages of affordable digital advertising
enable companies to extend their global
footprint without the significant overheads
faced by businesses in high-cost regions such
as the GCC.

4.2 Cost Analysis: Media Providers in India
representing Asian countries vs. Bahrain
representing GCC countries for Instagram
Ads

We gathered data from sources that provide
media services and are well-known within the

media and marketing fields, as follows:

Table 1: Average Media Data & Sources

Metric India Gulf References
Average | (GCC)
Average
Average Z10-20 $0.50- Irvine (2023); Statista (2023);
CPC ($° 5. $1.00 Wordstream (2023);
(Facebook) || $0.24)

Average 38-15
CPC (%0.10- $0.70

wordstream.com (2024);
Shiprocket. in (2023)

(Instagram) | $0.18)
Average %100-200|| $8-$15 || Irvine (2023); Oberlo (2023)
CPM ($1.2-
(Facebook) | $2.4)
Average ?80_150 $5-$10 Irvine (2023); Oberlo (2023);
Wordstream (2023);
CPM ($1'0_ wordstream.com (2024);
(Instagram) || $1.8) Shiprocket.in (2023);

The selected data for the analyses of this
research

We  selected  wordstream.com  and
Shiprocket. These are commercial sources
that are widely used online enabling us to
build our experiment on:

Figure 1: Sources screenshots showing costs

Instagram cost per thousand
impressions (CPM)

Instagram cost per click (CPC)

Instagram cost per engagement (CPE)

impressions (CPM) ' . [ I
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$0.30- Irvine (2023); Statista (2023);
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The structured framework of this paper
integrates findings from literature and
observations, with subsequent chapters
analyzing and synthesizing these insights.
The final chapter consolidates the outcomes,
building a coherent argument that
underscores the economic and ethical
implications of digital advertising cost
disparities.

3.1 Research Design

This study follows a comparative, mixed-
methods design grounded in the symbolic-
interactionist  tradition (Blumer, 1969).
Quantitatively, it collates Cost-Per-Click (CPC)
and Cost-Per-Thousand-Impression (CPM)
figures for 2024-2025 from platform
dashboards such as Meta Ads Manager and
Google Ads, covering 1 Asian jurisdiction and
1 GCC state. Qualitatively, it integrates two
field experiments: (i) a six-day Instagram
campaign that held creative content and
audience demographics constant while
varying only geographic targeting (India vs
Bahrain), and (ii) a dual-browser airfare
search performed simultaneously through a
privacy-preserving browser and a
mainstream  browser  from identical
endpoints. This convergent approach
enables numerical comparison of cost
differentials while capturing the situated
meanings users and platforms assign to
those prices.

3.2 Analytical Strategy

Descriptive statistics compare mean CPMs
between Asia and the GCC. Patterns from the
ad experiment are examined iteratively
against interactionist memos to surface how
platform optimisations privilege or penalise
specific regions (Berger & Luckmann, 1966;
Weinberg, 2014). The fare-search outputs are
coded thematically to identify instances of
destination substitution, carrier promotion
bias, or result suppression, extending
Denscombe’s (2007) emphasis on iterative
hypothesis refinement.

3.3 Validity, Reliability, and Ethics

Al Awadhi & Al Awadhi (2025)

Triangulation across platform metrics,
experiment logs, and interactionist field
notes bolsters internal validity. All coding
decisions were revisited interval to enhance
reliability; discrepancies were resolved
through analytic reflection documented in an
audit trail. Because the work relies
exclusively on publicly available data and the
author’s professional accounts, no external
participants were involved, and the study
raises no human-subjects concerns. Platform
terms of service were observed throughout.

This study acknowledges several limitations.
The Instagram experiment used a modest
total budget of $18 over six days and is
presented as a proof-of-concept rather than
a statistically powered trial; results varied
between the author's experiment and
published industry data, suggesting
platform-level  variation. ~The  airfare
comparison, while illustrative of algorithmic
destination  substitution and  carrier
promotion bias, lacks the sample size for
causal attribution; future work should
systematically test across multiple itineraries,
carriers, and time periods. The cross-
sectional CPM data reflect 2024-2025
conditions;  longitudinal  data  would
strengthen causal claims about wealth
redistribution trends.

4. Analysis of Social Media Ad Costs
in Asia vs. GCC

4.1 The Role of Digital Ad Cost Disparities on
Local Businesses

Digital ad pricing is a critical factor that
directly influences the competitiveness of
businesses within different markets. In
regions like India, where CPC and CPM rates
are considerably lower, businesses can
allocate larger portions of their marketing
budgets toward extended advertising
campaigns, thereby reaching broader
audiences at a fraction of the cost. Gharios &
Abu Khalaf (2024) demonstrate how the low
cost of digital advertising in India has
contributed to the exponential growth of
startups in sectors such as e-commerce,
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We are analyzing the cost dynamics of
running Instagram ad campaigns from two
distinct regions—India, representing Asian
service providers, and Bahrain, representing
GCC service providers. The research is based
on secondary data from two authoritative
sources: WordStream and  Shiprocket.
WordStream offers global insights into
Instagram ad costs, while Shiprocket
provides a detailed overview specific to India.
These data sources are analyzed to compare
CPC, CPM, and other cost metrics between
India and the GCC. The figures reveal the
following:

Table 2: Competitive Analyses Table
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2. Cost per 1000 Impressions (CPM):
CPM rates typically fall between $2.50
and $3.50, consistent with the
broader Middle Eastern region where
brand awareness campaigns are
common (WordStream, 2023).

India:

1. Cost per Click (CPC): India’s CPC,
ranging from 0.45 to %3 ($0.005 -
$0.036), reflects a lower cost due to a
high audience base and lower
competition  (Shiprocket.in,  2023;
Moneymint, 2023).

2. Cost per 1000 Impressions (CPM):
CPM rates in India, between %7 and
%13 ($0.83 - $0.15), are notably lower,
benefiting from the country’s large
population and saturated digital ad
environment  (Shiprocket.in,  2023;
Moneymint, 2023).

India’s low ad costs enable small and medium
enterprises (SMEs) to compete effectively,
while the GCC’s high costs cater to businesses
targeting affluent audiences. In contrast,
Instagram advertising in the CPC and CPM in

Metric India Gulf (GCC) the GCC is more expensive, reflecting the
region's higher income levels and luxury-
CPC %0.45-33 $0.40-$0.70 focused audience, based on WordStream's
($0.005-$0.036) (2024) data. We have drawn the following
CPM %7-%13($0.83~ || $2.50-$3.50 experimental scenarios to know how
$0.15) businesses take advantage from such an
Audience Large Small edge on media prices:
Size
Dominant || E-commerce, | Luxury goods, Table 3: Cost per Click (CPC) Comparison —
Sectors fashion investment, Example Business Campaign (Success Rate:
tourism 20%)
ROI || Moderate | High | cpC Costper || Total
Range Clicks ||Conversion||Conversions
Country 'g for $500 (20% (20%
Bahrain: U(S"l;) Budget || success success
1. Cost per Click (CPC): The average CPC rate) rate)
for Instagram ads in Bahrain ranges — $0.40-|| 714- S5-85.56 || 143 <350

from $0.40 to $0.70, typical for Middle
Eastern markets. Destination URL ads
increase the cost to $0.50 - $0.95,
driven by industry and audience
competition (wordstream.com).

$0.70 || 1,250

3a.005 13,889 -|| $0.025- 2,778 -

India
100,000|| $0.18 20,000

$0.036
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1. Introduction

In 2024 the mean cost-per-thousand-
impressions (CPM) on Meta platforms was
US $0.78 in India versus US $4.20 in Bahrain
(Meta Ads Library, 2025), a 438 % differential
that cannot be explained by purchasing
power parity alone. Parallel scraping of
Google Display Network shows analogous
gradients, with Southeast Asian CPMs
routinely US $1 while Gulf CPMs exceed US $5.
Such gaps are algorithmically amplified, not
merely reflected, by platform bidding
engines raising foundational questions about
distributive justice in the digital economy.
These distortions extend beyond advertising
into consumer-facing transactions: a parallel-
browser airfare test conducted for this study
revealed that the search algorithm silently
substituted a different destination airport
and promoted a specific carrier over the one
that actually serves the searched route — a
form of algorithmic steering that operates
across the full digital commerce stack, not
only within ad placement.

The manipulation of digital ad costs by major
digital platforms has profound implications
on global wealth distribution, business
growth, and cybercrime. By examining the
cost differences between regions like Asia
and the Gulf Cooperation Council (GCC)
region, this paper explores how businesses
and cybercriminals exploit such disparities
for financial gain, and how they have
contributed to wealth redistribution. This
manipulation can lead to competitive
advantages for businesses in lower-cost
regions and greater risk for wealthier
regions, while also fueling cybercrime
activity. Understanding this dynamic s crucial
for the development of fairer digital market
policies. Moreover, the platforms themselves
have become vectors for malicious content,
with cybercriminals purchasing legitimate ad
placements to distribute malware and
phishing lures at scale — a practice known as
malvertising — that voluntary industry
initiatives have so far failed to contain.

Al Awadhi & Al Awadhi (2025)

The digital advertising landscape has
experienced significant growth in the past
two decades, with major digital platforms
playing a critical role in determining the cost
of customer outreach. However, this growth
has not been equitable across regions.
Businesses in countries like India enjoy much
lower costs for digital advertising compared
to wealthier regions such as the Gulf
Cooperation Council (GCC). This disparity in
advertising costs, primarily driven by factors
such as population size, purchasing power,
and competition, has given rise to complex
economic and ethical concerns.

Notably, lower digital ad costs in regions like
Asia have led to wealth redistribution,
providing businesses in these regions with a
competitive edge in global markets. At the
same time, this economic advantage has
created a fertile ground for cybercriminals,
who exploit the low-cost advertising
ecosystem to target wealthier markets,
particularly in the GCC and other wealthy
regions like the EU, UK and US. This paper
explores the economic implications of these
disparities, analyzing the role of digital ad
cost manipulation in market disruption,
wealth redistribution, and cybercrime. This
study quantifies that asymmetry directly: a
scammer investing US $1,000 in a low-cost
region can reach one million users and net
approximately US $9,000 in profit, whereas
an identical campaign in the GCC barely
breaks even. The scale of such data
exploitation recalls Tim Cook's warning that
personal data is being "weaponised against
us with military efficiency" (Cook, 2018) — a
concern underscored by the Facebook-
Cambridge  Analytica scandal, which
demonstrated how advertising-platform
data can be instrumentalised far beyond its
commercial purpose (Isaak & Hanna, 2018).

Explicit Research Questions
This study addresses three inter-related
research questions:
1. RQ1:  To what extent do
algorithmically set advertising prices
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Abstract

This paper interrogates the political economy of
digital-advertising cost manipulation and its
downstream effects on global wealth
distribution and cyber-enabled fraud. Using a
mixed-methods design — (i) a six-day Instagram
field experiment comparing audience reach in
India and Bahrain, (ii) a parallel-browser test that
revealed algorithmic destination substitution
and carrier promotion bias in airline bookings,
and (iii) a systematic synthesis of over 50 peer-
reviewed sources — we show that cost
differentials are algorithmically manufactured
rather than exogenously determined. With
Indian CPMs averaging US $0.78 against US
$4.20 in Bahrain, firms operating from low-cost
regions convert a two-to-one reach advantage
into measurable revenue gains, constituting
what the literature terms a new form of data
colonialism (Sttrmer, Nussbaumer & Stockli,
2021). The same pricing gradients dramatically
lower the barrier to entry for cyber-fraud: our
analysis shows that a scammer investing US
$1,000 in a low-cost region can reach one million
users and net approximately US $9,000 in profit,
whereas an identical campaign in the GCC barely
breaks even — a dynamic that recalls Tim Cook's
warning that personal data is being
"weaponised against us with military efficiency"
(Cook, 2018). To arrest these distortions we
propose a comprehensive  governance
architecture encompassing: mandatory
Algorithmic  Impact  Assessments  (AlAs),
regulator-run  Price-Parity ~ Sandboxes, a
Multilateral Digital-Markets Authority
empowered to impose rent-recapture levies,
sovereign national search-engine
infrastructures, a Global Cybercrime Task Force
operating under Interpol's mandate, national
Wealth-Transformation Observatories,
government-platform price equalisation
agreements for SMEs, mandatory pre-
publication ad verification with platform liability
for malvertising, and a statutory consumer right
to browser-neutral search results. Our findings

Al Awadhi & Al Awadhi (2025)

advance the literature on platform capitalism
and surveillance capitalism by linking ad-pricing
asymmetries to macro-level wealth transfers
and emergent cyber-risk, thereby underscoring
the wurgency of embedding algorithmic
transparency in international trade policy.
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